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DIGITAL CHILD

In 2021, the Australian Research Council (ARC) funded a Centre of Excellence devoted to studying
and researching ‘the digital child’. The focus of this Centre is on very young children from birth to
age 8, and describes and examines their everyday lives with and through digital technologies, their
learning and their health in the family, and various kinds of kindergarten, childcare and early
primary education experiences.

The Centre brings together six universities across Australia, as well as partner investigators from
North America, Asia and Europe and a range of public bodies and civil society stakeholders, to
focus on a holistic understanding of what it might mean to ‘grow up digital’ today.

The Digital Child Working Paper Series reports on our work in progress. There are five series of
papers aimed at different audiences:

A ‘how to’ series offers instructional papers aimed at early career researchers or those new to the
principles and practices of structured review.

A ‘discussion’ series consisting of discussion papers aimed at the scholarly community, raising
larger conceptual challenges faced by researchers at the Centre and drawing on forms of literature
review.

A ‘reviews’ series consisting of scoping reviews, literature reviews and systematic reviews, all
addressing specific research questions particular to any of the programme disciplines in the
Centre.

A ‘methods and methodologies’ series consisting of digital research capacity building resource-
rich discussion papers, offering more technical support for the research community and allied
scholarship. These are more focused on methods and methodologies.

A ‘policy’ series consisting of more public facing, policy-oriented papers produced for stakeholder
engagement.

Each of the working papers has been authored by members of the Centre and has been subject to
review as explained in each paper. The arguments in each paper represent the view of the authors.

We hope that readers find each of these papers stimulating and generative and that all sections of
society can draw on the insights, arguments and ideas within the papers to create healthy,
educated and connected futures for all and every child.

Professor Susan Danby

Director, Centre of Excellence for the Digital Child

June 2022
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This paper is part of a series consisting of digital research capacity building resource-rich
discussion papers, offering more technical support for the research community and allied
scholarship. This series is more focused on methods and methodologies.

This paper has been checked by the sub-series editorial team to ensure it meets basic standards
around clarity of expression and acceptable and inclusive language. It has also been presented in
a seminar held by the ARC Centre of Excellence for the Digital Child, and any feedback given has
been considered.

The convenience and accessibility of mobile applications for young children and their families
have made these technologies ubiquitous tools - used to manage family life, for entertainment,
education, or to maintain social connection. These mundane digital engagements result in the
conversion of social action into digital data points or the ‘datafication’ of everyday life. The data
generated about children and families are commonly monetised through data-sharing with third-
parties for a range of purposes including advertising, automated decision-making and to make
predictions about users’ behaviours, shaping their lives in unknown (and unknowable) ways.
Many of these data-sharing practices are invisible to us as everyday users - only mentioned in pop-
ups, in-app notifications requesting our permission for data-sharing or vaguely described in the
privacy policies of digital services. Making such data flows visible provides important
opportunities to interrogate and critically reflect on their implications.

We prepared this paper as part of our own learning journeys, to facilitate the study of data flows
for researchers with limited technical skills. While the first section focusses on making the
terminology and mechanisms of tracking accessible at a more general level, the second and most
extensive section of the paper includes more detailed examples of commonly used approaches to
materialise and study the data flows of mobile applications. Notably, due to the rapidly changing
nature of the digital environment, some of the methods and tools described in this paper may no
longer be functional today. However, the point of the paper is not to provide an exhaustive and
updated list of all the approaches available. Rather, it aims to provide an overview of commonly
used methods and tools used at the point of writing, which has enduring relevance in chronicling
how approaches are developing, even beyond the current context.

We hope this paper will support others in working towards developing the skills and knowledge
needed to materialise and investigate the data flows of the everyday mobile technologies that
‘datafy’ even the most mundane, yet intimate parts of our lives.
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Extent and prevalence of mobile tracking

The large-scale tracking and sharing of user data through engagement with online services such as
websites and mobile applications, has become the norm. Media scholars like Tanya Kant (2021)
point to how data mining and the subsequent processing of user data - such as its aggregation into
consumer profiles for targeted advertising - have become “the driving economic resource for the
contemporary free-to-use web” (p. 3, italics in original). In the context of mobile technologies
specifically, Flensburg and Lai (2022) describe “data harvesting, mining and distribution” as the
“commercial [and] functional backbone of mobile communication” (p. 136).

For any user of online services, there are many potential risks and opportunities for unanticipated
use attached to the sharing of data with platforms and third parties online. Of particular concern
are targeted content and advertising, enabled by algorithmic categorisation (Kant, 2021). The
information collected or ‘harvested’ about us during our digital engagements - our online
behaviours and interests (e.g. online searches, what we click on and engage with) - is sorted to
determine or infer particular identity markers. These are used to classify us into consumer
categories or ‘measurable types’ (Cheney-Lippold, 2017), to predict or anticipate our current and
future needs and wants. At the same time, the assumptions made about us flatten our identities -
suggesting to others and ourselves who we are and what we need, according to commercial
imperatives.

To enable advocacy and increased control over data-sharing at the level of the everyday user, data
privacy legislation such as the General Data Protection Regulation (Wolford, 2026) seeks to
increase the transparency of data collection and -sharing practices. Yet, many of the user-directed
information for this purpose, such as mobile apps’ privacy policies, continue to be excessively long
and vague. Additionally, users commonly find it difficult to opt-out of services that have become
essential for their participation in social, economic and civic life. Instead of empowering users,
these dynamics frequently have the effect of promoting an attitude of resignation towards online
tracking (Draper & Turow, 2019).

Mobile tracking in family life

In the context of contemporary parenthood, smartphones and mobile applications have become
the ‘swiss-army knife’ of parenting, as key tools for information-seeking, health monitoring,
engagement with educational institutions, and everyday communication (Langton, 2024). As a
result, children and their families belong to some of the most datafied groups of the population,
promoted by a range of contextual factors. Couples with children residing in highly digitally
connected countries - such as Australia - are amongst the most digitally included and active users
of online services (Thomas et al., 2023). The recent COVID-19 Pandemic further pushed many
elements of caregiving, education and kinship connection into online spaces (Willett & Zhao,
2024). Additionally, a recent Danish study (Andelsman Alvarez, 2024) found that the affordances of
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digital technologies had become an integral enabler of what parents perceived as a ‘good life’ for
their families - facilitating connection and the management of the everyday logistics of family life.
Even very young children today commonly have access to internet-connected devices, often
including a range of apps for connection, play and education (Langton et al., 2025). Hence, much
of the datafication and tracking of children and family life today, takes place via mobile
technologies.

While online service providers like to emphasise the ‘benefits’ of tracking to enable targeting
content and information deemed more relevant and personalised to users, the combination of our
personal data traces and their algorithmic categorisation can also significantly influence our life
opportunities. Our ‘data selves’ (Lupton, 2020) - based on the information we give, and the digital
traces collected about us - increasingly come to speak for us in unknown and unanticipated ways,
and without the ability to change them. These profiles can be used to discriminate against users -
forinstance on the basis of race (Noble, 2018) or income (Hao, 2020), and they increasingly
determine the content and information we have access to online (Ito et al., 2023), our self-
understanding, and the decisions we make.

These practices are particularly concerning in the context of data collection about children, which
frequently begins even before birth (Barassi, 2020; Langton & Ng, 2025). Common examples of
such data-sharing include parental use of apps and other digital tools for parenting support or
‘caring dataveillance’ (Mascheroni & Siibak, 2021) - the well-intentioned, data-driven monitoring
of children’s wellbeing and safety. Similar practices continue as children get older, for example the
use of communication apps that connect parents and daycare services (Andelsman Alvarez &
Meleschko, 2024), or ‘parental control’ apps (Pangrazio, 2021) to manage children’s digital
engagements. Still, little is known about what kinds of children data many app-based tools
actually collect and share, making it difficult to advocate for changes in technology design, or help
parents choose ‘safer’ apps and practices to minimise the risk of negative implications.

Usefulness of materialising data flows

Driven by broader trends towards the platformization® of family life (Sefton-Green et al., 2025),
access to personal data is increasingly concentrated, and within the control of a small number of
powerful technology companies. These entities are then able to analyse, categorise, interpret, and
predict things about us from this data for an ever-increasing range of purposes that it isimpossible
to meaningfully consent to (Okoyomon, 2019).

The affordances of hand-held and mobile devices mean that a wide range of personal information
can be shared by mobile apps as people and their devices move through space to go about their
everyday activities (Chao et al., 2024). These dynamics make the study of app-facilitated data
flows an important complement to research on web-based tracking, to better understand
different online tracking ‘ecosystems’ (Nikiforakis et al., 2013; Binns et al., 2018; Razaghpanah et

1 UK is used throughout this paper; however, ‘platformization’ is a specialised term and we opted to keep its
original spelling, which uses the ‘Z’.
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al., 2018). While it is important not to conflate visibility with transparency (Ananny & Crawford,
2018), materialising mobile data flows provides important opportunities to think about and
interrogate data-sharing. Considering the opacity of the data-broker economy (Crain, 2018), it
seems especially important to improve our understanding of data flows before they enter these
networks, and advocate for data protection or minimisation where possible.

Developing and trialling methods to explore mobile data flows can also make explicit the
limitations of what researchers and everyday users are able to find out and understand about the
mechanisms and implications of data-sharing. These insights can inform future research
approaches that push these boundaries, provide recommendations for privacy-by-design, and
indicate pathways for meaningful change at the level of government policy and regulation. It can
also support users to adopt practices that better protect the privacy of their own and family
members’ data. Facilitating more of this kind of work is the aim of this paper.

A non-technical researcher’s guide to studying mobile tracking and materialising data flows | 8
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Introduction

In the context of our datafied lives, exploring the implications of datafication and data flows is a
critical component of studying the reciprocal shaping of technology and culture. Hence,
researchers from a range of social sciences disciplines seek to understand and make claims and
recommendations about the roles of data in contemporary society. Disciplines such as media and
communications, science and technology studies and cultural studies have different theories,
viewpoints and methodologies to interpret data cultures. Yet, many of the data-sharing practices
that monetise and shape our everyday digital experiences are invisible to us as everyday users -
only mentioned in pop-ups, in-app notifications requesting our permission for data-sharing, or
vaguely described in the privacy policies of digital services. To be able to interrogate and critically
reflect on data flows, we believe it is essential to attempt to make them visible. However, these
endeavours frequently require a level of technical knowledge and skill that goes beyond those of
many social sciences researchers. We prepared this paper as part of our own learning journeys, to
facilitate the study of data flows for researchers with limited technical skills. We hope it will
support others in working towards developing the skills and knowledge needed to materialise and
investigate the data flows of the everyday mobile technologies that facilitate even the most
intimate parts of our lives.

Aim and structure of paper

The aim of this paper is two-fold: (1) It provides a basic introduction to online tracking as the
practice of collecting information about users and their online activity, and (2) it outlines the
available methods to ‘track the trackers’ of users’ personal data. To this end, the paper is divided
into two main sections.

Section one provides a high-level overview of the different tools used for online tracking, the
different parties who engage in these activities, and for what purposes, and the implications of
tracking for those whose data is being collected. To reflect on the significance of studying these
everyday data flows, some of the key concerns and implications of mobile data sharing for families
with young children are presented in the closing section of part one.

Section two begins with a literature review of the methodological approaches to exploring the
data-sharing and tracking practices of online services that have been employed over the last
decade. It then highlights the importance and rationales for studying mobile apps’ data flows in
particular. Following this contextual overview, the section outlines the available methods to make
data-sharing explicit and visible - offering methods to effectively ‘track the trackers’ in return. The
section focuses specifically on methods aiming to materialise the flows of personal data facilitated
through the everyday use of mobile applications - such as data shared in registration processes, or
data traces generated during app use.
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The document is structured to allow readers to jump to the sections they are most interested in,
rather than having to read through the whole document. Summaries are provided at the end of
each section, to facilitate the review of key concepts, or as a primer, prior to moving on to the next
section.
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1.1 What is tracking?

The term online tracking describes the processes by which any available information on users of
online services is observed, collected, analysed and stored, and often shared and aggregated
outside of the initial context of use (Norton, 2022; Bahar, 2022; Parry, 2025). This more general
term encompasses all types of tracking in digital spaces. However, we can broadly distinguish
different infrastructural contexts of tracking, and divide these practices into web-tracking - which
takes place during online searches and web-browsing - and app-tracking - facilitated specifically
through the data-sharing infrastructures of individual mobile applications (Hanna, 2024).

The current economic model of the “data-for-services web” (Kant, 2021, p. 14), means that users
are commonly permitted to download apps and use popular online platforms and services “for
free” - meaning in exchange for their personal data, rather than direct monetary payment. Most
online tracking practices therefore serve the purpose of systematically collecting data about users
to enable targeted advertising and ‘analytics’ (Binns et al., 2018)? - reflective of Kant’s (2021)
proposition that “user targeting underpins the online economy as we know it” (p. 3).

Academic definitions and analyses of online tracking reflect a critical stance towards these
practices. They draw attention to the unequal distribution of power in who gets to benefit from
the collection of user data through online tracking, and highlight a range of ethical concerns
arising from the systematic targeting and profiling of users that these practices support. Computer
scientists such as Binns and colleagues (2018) take a more descriptive, theoretical approach in
outlining social justice issues that may arise from the tracking of user data and its use for user
profiling®. Social scientists such as Sofiya Noble (2018) have focussed on providing explicit
evidence for the racist outcomes of algorithmic categorisation that can arise from online tracking
at scale; John Cheney-Lippold (2017) has similarly highlighted the dangers of automated
categorisation and subsequent sorting and stratification of users. Algorithmic predictions based
on this information frequently form the basis of automated decision making, including for
instance what information users are presented with, and even what opportunities (e.g. rental
properties, bank loans) they have access to.

Sylvia E Peacock (2014) finds particularly strong language to describe these practices, asserting
that online tracking “is the unseen and unauthorised extraction, storage, analysing, selling, buying,

“Analytics in the context of online tracking is a vague term that can refer to technical analytics such as crash
reporting or the collection of data about how users interact with a website or app to improve its design and
functionality, the same term can also mean ‘marketing analytics’ - which refers to analysing user behaviour
to gauge the success of advertising and marketing strategies - serving a similar purpose to ‘advertising’
trackers.

3The GDPR defines profiling as "any form of automated processing of personal data consisting of the use of
personal data to evaluate certain personal aspects relating to a natural person, in particular to analyse or
predict aspects concerning that natural person’s performance at work, economic situation, health, personal
preferences, interests, reliability, behaviour, location or movements” (Article 4(4)).
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and auctioning of personal online data appropriated by one or more remote online corporate
actors” (Peacock, 2014, p. 1) [italics added for emphasis]. This description points to some key
critiques and enduring issues with online tracking, specifically its often opaque or covert nature,
which limits or removes the ability for users to provide meaningful consent for data collection, its
processing, and any unanticipated uses that data may be put to. While Peacock (2014) frames
tracking as problematic by default, below we provide an overview of different types of online
tracking. This includes distinctions between different levels of visibility or ‘transparency’, and
arguments around the usefulness of tracking for service providers as well as users.

1.2 Exploring data-sharing relationships and tracking practices

Regardless of who is using the internet (e.g. you, me, the person next to you on the bus, the
neighbours’ kids, Taylor Swift) or how it is accessed (through a mobile device, a desktop
computer, a smart TV, or any other internet-connected device), our online activity is constantly
being tracked by different entities, and for different purposes, with first- and third-party tracking
often receiving the most attention. However, there are a range of other stakeholders besides first-
and third-parties involved in accessing and sharing user data. This section provides an overview of
the terms used to distinguish between the different ways that service providers obtain user data,
who benefits from these practices, and how visible they are to users. While these relationships are
presented separately for ease of explanation, online services today commonly integrate a number
of different tracking methods and data-sharing relationships.

1.2.1 Zero-party data

The term zero-party data is used to describe data-sharing that is initiated by users themselves. It
describes data that users share voluntarily and pro-actively with the provider of an online service -
providing insights into user preferences and interests without the need for a provider to use any
tracking technologies to obtain this information (Khatibloo et al., 2017). Examples of such data
sharing include users explicitly providing feedback on products and services, participating in
surveys, or selecting to share information about their consumer or communication preferences,
beyond what is required to enable access to the service (Sullivan, 2024; Treanor, 2025).

In some contexts, first- and zero-party data can overlap. For instance, if use of an online service
requires the creation of an account (a classic example of first-party data collection), it is often
possible for users to voluntarily enter additional information on their interests, preferences, and
background. This information is zero-party data, which is not necessary to enable access to the
service, but provides an additional avenue to intentionally share contextual information and
user/consumer preferences.

User consent

Since the sharing of zero-party data is user-initiated, it represents the highest level of user
awareness and consent. Users have complete visibility and control over the kinds of data being
shared, and of the mechanisms through which this data is provided.
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This type of data is similar to first-party data, as both first- and zero-party data are collected
through a direct relationship between the user and the provider of an online service. However,
first-party data is often collected more implicitly, for instance through behavioural monitoring as
users interact with an online service, while zero-party data is information that is volunteered
intentionally and explicitly (Sullivan, 2024).

Who benefits?

For users, a key benefit of zero-party data sharing is its high level of transparency, and the ability
for the online service to customise the user experience. Users can gain access to personalised and
relevant online services, based on data they shared intentionally, with a high degree of control
over what data has been shared with a provider, and via what mechanisms.

A frequently mentioned benefit of the use of zero-party data for tech providers, is that the
transparency and voluntary nature of the direct data sharing relationship between the user and
the service provider improves trust, results in more reliable insights, and supports a customer
relationship with longevity (Webster & Zinni, 2023; Polonioli, 2022). Although the relatively small
amounts of zero-party data are not as extensive or comprehensive as any big data collected
passively via automated methods, it is considered more accurate because it is provided directly by
users, and its collection is unlikely to be hindered by current or future data privacy regulation.
While some business commentators go as far as asserting that “zero-party data is the new oil”
(Gozman, 2022); alternative mechanisms to collect user data (and track them across online
spaces) remain popular (Polonioli, 2022).

1.2.1 First-party tracking

First-party tracking is initiated by the entity owning a website or app (i.e. the first party). It
includes a range of data collection methods at different levels of visibility to users. The creation of
a user account for an app or web-service for instance, includes explicit sharing of user information
that is collected by the service provider. However, it also includes the monitoring and tracking of
what users do on a site they are visiting, or in the app they are using, such as scrolling through or
clicking on content, or engaging with particular features (Parry, 2025).

This information on user behaviour during a ‘session’ of app or website use is of interest to the
service provider/first-party because it indicates what users are interested in, according to how
they navigate and use the service (Webster & Zinni, 2023). This behavioural data on users’ direct
interaction with an online service, which is collected passively by the provider of the service (the
first party) - rather than being explicitly and intentionally shared by the user - is called first party
data.

*Aweb or app ‘session’ describes all user activity on a website, or in an app, from the time a website or app
is opened, to when it is closed. Session activity is usually recorded within a specific pre-set time frame
(hence, when you leave some websites open too long, your session can ‘time out’.
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User consent

Different mechanisms of first-party data collection have different levels of visibility, and therefore
different levels of how informed user consent is. Signing up to an online account for instance is a
very obvious and explicit way in which users provide their information, knowing that it is being
collected by the service provider. It is generally assumed that users are aware of the service
provider monitoring their activity - like a physical salesperson watching potential customers
browse the shelvesin a shop.

Additionally, users are often made explicitly aware of first-party tracking practices, for instance
through pop-up notices or privacy policies - although the level of visibility for these can differ
significantly. During mobile app use for instance, data can also be collected through first-party
tracking mechanisms, including cookies. Unlike web tracking, rather than asking for consent each
time a user opens the app, users are commonly asked to consent to a privacy policy during an
app’sinitial installation or its first launch (Lamba, 2024). Ongoing consent is then assumed, and
subsequent data collection becomes less obvious. However, users should be able to manage and
customise cookies and other practices of data collection (from first parties as well as third parties)
in an app’s settings, and through their browser settings (Lamba, 2024; Syneris, 2022).

Who benefits?

Service providers (first parties) gain commercial benefits from tracking user activity on their site or
app, through insights into who these users are, and how they might adapt their service or product
to make it more appealing to their target user (Yeaney, 2023). However, these practices can also
improve the user experience. ‘Cookies’ for instance can ‘remember’ and store your login details, or
items left in a shopping cart (Lafleur, 2025). These functionalities can improve convenience and
relevance for users, while offering the service provider information about customer preferences
and return-visits through activity tracking. First-party data can also provide analytic data to
prompt updates to the functioning of an app or website that improves the smooth functioning on
different devices or operating systems.

1.2.3 Second-party data

Second-party data is obtained via an indirect customer relationship. It is in effect another entity’s
first-party data that is relevant or related to a provider’s product or service (Andersen, 2025).
Second-party data is commonly made available through a collaborative data-sharing agreement.

One example of such a data-sharing relationship is when a distributor of a first party’s product,
may also collect customer feedback and other information about the customers who purchase the
product. Say the fictional white goods store Tech4U sells different brands of fridges, including the
fictional brand Coolfresh. The customer feedback and other details about Tech4U’s customers who
buy Coolfresh’s fridges is data that is of interest to Coolfresh. The data that is being collected by
Tech4U about customers who have bought Coolfresh products, is directly relevant to Coolfresh, but
itis collected indirectly (by Tech4U rather than by Coolfresh). To better understand their customer
base, Coolfresh and Tech4U enter into a collaborative agreement, to share the data both
companies are collecting about customers purchasing fridges. To each entity in this relationship,
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the data shared by the other is second-party data. It is directly relevant to each party, but not
collected directly by them (Yeaney, 2023).

User consent

Data-sharing with other parties outside of the direct relationship between the user and the first
party/tech provider needs to be communicated to users, to enable them to consent or object to
the collection and/or sharing of their data. Details regarding data collection and sharing
mechanisms are commonly outlined in apps’ or websites’ privacy policies, or in notifications for
‘cookies’ and similar tracking technologies, that users are asked to consent to when first loading a
webpage. The data collected and shared through collaborative agreements is likely to be used in
contexts related to those in which it was originally shared by the user. In this sense, second-party
data-sharing may be less transparent to users than first-party data collection and tracking, but it is
more transparent than third-party data collection and tracking, in which users’ data may be
shared and used in contexts completely unrelated to those in which the data was collected.

Who benefits?

The main beneficiaries of second-party data-sharing and tracking are providers/companies who
gain access to user data for the purposes of product improvement and (targeted) marketing.
Targeted marketing is often presented as being of benefit to users by avoiding ‘irrelevant’
advertising (Kant, 2021). Yet, this argument glosses over the fact that user targeting commonly
relies on user profiling, which is often achieved through data collection and aggregation from a
range of online sources. These processes can be difficult for users to follow, which complicates the
notion of meaningful ‘informed consent’.

1.2.4 Third-party tracking and data

Compared to first-party tracking and second-party data sharing, third-party tracking entails the
collection and sharing of user data that goes beyond the context of direct engagement between a
user and an online service, or specific data-sharing partnerships. It describes processes where an
entity other than a first-party service provider collects user data through the first-party service, for
aggregation into user/consumer profiles, or to share with other third-parties such as data brokers.
The user data collected by third parties - or third party data - is often used for the purposes of
creating profiles about users that are as detailed as possible, by bringing together data traces from
a range of online sources. Through the use of cookies and other tracking mechanisms that allow
services to tag and recognise users across online spaces, data can be collected from different
sources, but associated with the same user, to be aggregated into increasingly detailed profiles
over time.

User consent

Third party data from a range of online sources is frequently aggregated by large technology
providers and platforms, or sold on to data brokers who combine and pass data on to other
parties. These practices allow the (re)combination of user data into detailed and dynamic profiles,
which canin turn lead to the (re)identification of users, even from deidentified data. These profiles
created about users are not visible to users themselves, but are commonly used as the basis for
automated decision-making about them - for targeted advertising for instance. However, they can
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also be used for a range of unanticipated and more problematic purposes. For instance, they can
facilitate automated decision-making on what information to show a user, in an attempt to
influence behaviour other than purchasing decisions - such as voting behaviour (Burkell & Regan,
2019). These data profiles may also form the basis for decision-making about a user - such as their
eligibility for access to financial or health services (Sargeant, 2023; Grote & Berens, 2020), or to
employment or education opportunities (Hao, 2020).

Since these kinds of data processing can be varied and unexpected, users are generally unable to
provide explicitinformed consent for how their data can be used by third-parties. Users - and
often first party tech providers - may have limited insight into which third parties will ultimately
have access to user data, when data is collected, what kinds of data are collected, what purposes
itis used for and in which contexts and combinations. Hence, third party tracking is considered
the biggest threat to users’ data privacy.

Third parties also use ‘trackers’ such as cookies, tracking signatures built into an app’s code base
(Chao et al., 2024), or fingerprinting through browser and device information (Nikiforakis et al.,
2013), to collect information and track user activity and behaviour. This often occurs across
multiple apps and websites, and frequently with limited awareness from users (Hu & Sastry, 2020).
Limited transparency means that both users and developers of online services can be equally
unaware that the third-party code-base they use to facilitate app development, or the third-party
support they use for their website, results in unanticipated user-tracking (Pybus & Cote, 2024).

Who benefits?

Third-party tracking is often a two-way process that is of benefit to first- and third-parties. For
instance, a first-party website or app may require support from a third-party provider to improve
the functionality of their website, and in turn, the third-party gains access to user data (Hu &
Sastry, 2020). The ‘support’ from others can for example include the use of a particular font, image
or video content provided by a third party (see Screenshot 3 on ‘Google web fonts’in Appendix 1 as
areal-life example). It can also include the ability to offer in-app identity verification and
authentication through integration with a social media platform (Weltevrede & Jansen, 2019). A
first-party provider can also earn money through the placement of advertising provided by a third
party, and then displayed in a first-party app or on a first-party website (Lerner et al., 2016). Third-
party support also comes in the form of functional analytics, that can improve the smooth running
of a website or app, by reporting crashes or bugs (Dambra et al., 2022), or in the form of marketing
analytics to help the first-party understand its user/customer base. Yet, all these integrations
necessitate the sharing of user data with third parties.
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(convenience,
data privacy)

Type of data Zero-party First-party Second-party Third-party data
data data data
Obtained how | Voluntarily and | Collected by Exchanged Collected through an
proactively anonline between online service, by entities
provided by service providers of such as data brokers and
users provider related online aggregators that are
through a services, and external to the service and
direct therefore who may compile and on-
customer obtained via an sell this data to others, for
relationship indirect purposes completely
customer unrelated to the service the
relationship data was collected from.
Benefits First-party Primarily first- | Primarily the External entities (e.g. data
whom; technology party service providers | brokers) who sell
(main benefits) | providers; technology exchanging the aggregated user data and
(product providers data (product profiles (selling of user data
improvement, (product improvement, for profit); benefits first-
marketing, improvement, | market analytics, | parties who receive
consumer marketing); marketing) payment or services for
trust/loyalty); users of the allowing data-sharing
users of the service (technical support,
service (convenience) payment for advertising);

benefits external entities
who purchase user data or
profiles to gain broad
insights into consumer
preferences

(market analytics,
advertising)

Transparency
and consent

Very high level
of
transparency
to users, who
decide the
“what, when,
where and with
whom” of data
sharing

Significant
level of
transparency
to users, who
can
reasonably be
expected to be
aware of the
fact that data
about their
interaction
with an online
service will be
collected
directly by the
service
provider

Moderate level of
transparency to
users, who may
not be aware of
the data-sharing
arrangements
between two
related service
providers, but
who may be
assumed not to
object if this
practise is
outlinedin a
privacy policy or
notice when a
user first visits or
downloads a
service

Low level of transparency
to users, as data-sharing
with third-parties may be
outlined in privacy policies
or notices, but these
documents cannot detail all
the potential ways in which
data brokers may process
the data collected e.g. how
user data may be combined
with data traces from other
sources, and who may
purchase the data from the
third-party entities, and for
what purposes - making it
impossible for users to
provide consent that is truly
informed
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1.3 How am | being tracked?

This section provides a high-level overview of the different tracking mechanisms employed in web- and
mobile environments. Understanding the similarities and differences in how tracking is operationalised
provides contextual information that helps to follow how tracking can be detected and investigated.

1.3.1. Common methods for web-tracking (e.g. when using a browser)

For web-tracking, the providers of online websites and services use a range of ‘trackers’ that are part of
their sites’ digital infrastructures.

1. HTTPreferrers: AHTTP referrer tells the webpage you are visiting from which webpage you
accessed it, or which webpage ‘referred you’ to them. This is useful information to - for instance -
ascertain successful promotional pathways (Parry, 2025).

2. Tracking Cookies: Cookies are small text files that a web service can ‘set’ on your browser when
you visit a website, to allow it to ‘tag’ and specifically identify you. Tracking cookies specifically
aim to track users’ online activity across different sites, and to collate and share this data with
third-parties for purposes such as user profiling and targeted advertising.

3. Tracking pixels: Tracking pixels are pieces of code offered by third-party providers, and
commonly used for conversion tracking (Meta, 2025) for instance to ascertain the effectiveness of
advertising. They can also have similar functionalities to cookies, and be used for ‘retargeting’
(Higgins, 2023). They are usually very small 1x1 squares or ‘1x1 tracking pixels’ (Higgins, 2023) that
can be integrated into websites or emails in unobtrusive ways, sending basic information back to
whoever installed the pixel, when a particular action takes place (e.g. an email is opened, an item
is viewed or added to the shopping cart, a user lands on the ‘thank you’ page after a completed
purchase) (Higgins, 2023; Meta, 2025).

4. Browser fingerprinting: Browser fingerprinting is a method of collecting information on the
details of a browser (e.g. plug-ins installed, system information, user language, timezone, screen
resolution, IP address) to enable device identification and detection of online activity from that
specific device or user. This data can be used to track users across websites for targeted
advertising, as well as the collation of detailed online profiles, even when users have previously
selected ‘do-not-track’ requests (Hauk, 2024; Nikiforakis et al., 2013).

® Example: You visit the website academia.com, which displays any text on the site in a special font style, available
from the third-party site trackers.com. When you visit academia.com, your browser sends a request for the font style
to trackers.com, to be able to render the site in your browser, using the special font. As part of this process,
trackers.com sends both the font, along with a ‘HTTP Set-Cookie’ header, which sets a cookie on your browser.
Additionally, trackers.com is able to read any pre-set cookies that are already set on your browser, to determine if
you visited any other websites associated with trackers.com. If you subsequently visit any partner-websites of
trackers.com, such as buybooks.com, trackers.com recognises the cookie set on your browser during your visit to
academia.com, and starts to collate information on your browsing habits into a profile.
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1.3.2 Common methods for app-based tracking

Compared to websites, mobile applications are more closed, self-contained infrastructures, and the
sharing and tracking of user data that is enabled through mobile applications uses different tracking
mechanisms to websites. Even for the web- and app-based versions of the same online service, different
data-sharing networks and connections are established. Apps also interact with the mobile operating
system (e.g. Android) based on permissions given by users, often at the time of installation.

1. Mobile cookies: Similar to cookies on the web, mobile applications also use cookies to store small
amounts of user data locally on the device, to ‘remember’ user preferences (e.g. language settings,
login information) and track users’ interaction with the app (Syrenis, 2022). A key difference
between app- and web-cookies, is that app cookies operate only within the ‘sandboxed’
environment of the app itself, rather than being able to establish networks for data-sharing with
other apps or second- and third-parties. Hence, mobile cookies’ primary role is in improving the
user experience through information retention and customisation, and in first-party tracking of
user activity (iab.Australia, 2013).

2. Tracking Signatures in Software Development Kits (SDKs): Tracking of user data across mobile
environments, particularly for the purposes of monetisation through advertising, is enabled
through the use of third-party tracking signatures, or ‘trackers’ that are integrated into the code of
mobile applications. These trackers commonly get integrated into mobile applications through
the use of Software Development Kits or SDKs, which are essentially pre-prepared buildings blocks
containing app code, software libraries, access to platform APIs and features, and other services
important to building apps and integrating certain functionalities, that are supplied by third
parties (Pangrazio, 2021). The support that third parties offer through the provision of SDKs have
been termed ‘service-for-data’, where the use of the services provided through the SDKs’
infrastructure, establishes networks for data-sharing with the third parties who have supplied the
SDK (Pybus & Coté, 2024). A key concern in this context is that SDKs are ‘blackboxed’, meaning
developers cannot know exactly what user data is being shared through the networks that the
third-party trackers built into SDKs can establish. Because SDKs provide parts of app
infrastructure that become embedded into mobile apps, when a developer integrates app
permissions into an app’s code to enable access to user data, the trackers that are part of the
SDKs, can also gain access to this data (Pybus & Coté, 2024).

1.4 The challenges in studying mobile apps’ data flows

Websites and mobile applications differ in their infrastructures (i.e. the kind of code used to build them)
and in the accessibility and transparency of this infrastructure. For instance, while the server-side or
backend code of a website that is responsible for storing and managing data (Ferguson, 2024) cannot be
accessed from the user-side, the client-side or frontend ‘source code’ of a website can usually be accessed
and viewed in a browser window using relatively straightforward methods (often via simple commands
such as CTRL+U on a windows computer). A scan of the frontend code may already allow the detection of
the code signatures of trackers, or fingerprinting scripts built into a website. Depending on the complexity
of an online service, accessing frontend code may therefore provide a first indication of its data collection
and sharing practices - as long as you know what you are looking for (Hector, 2018).
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An app’s code however, is enclosed in a discrete file ‘container’ - two of the most common ones being APK
files (Android Package Kits - for Android apps) or iPA files (i0OS App Store Package - for iOS apps). Obtaining
these containers for subsequent access to and inspection of app code, requires the use of specific tools.
For instance, APKs can be downloaded directly to the desktop from online app collections such as
APKMirror (APKMirror, n.d.), which aggregate and allow the download of the APKs of many popular, free
android apps that are available on major android app stores such as Google Play. Alternatively, APKs can
be extracted from an app already installed on an android device, through the use of an extractor tool, for
example the app APK Extractor & Analyzer (Nayanajith, n.d.).

Inside these containers are all the components and code an app needs to run on a device. Scanning an
app’s code for the app permissions and tracking signatures it includes, is a useful way to determine the
potential data privacy implications of using an app. App permissions are requests that an app can make to
gain access to different kinds of data or resources on a mobile device, and tracking signatures are lines of
code that can be executed during app use to establish a network connection to a third-party for data-
sharing. Hence, analysis of app code (also called ‘static analysis’) to determine these components can
provide insights into an app’s ability to access and share user data.

However, depending on which operating system the app is designed to run on (most commonly Android or
i0S), the components of their file containers differ in the kinds of code used. The code contained in app
files has been ‘compiled’ to turn it from human-readable, high-level programming language, into a lower-
level, machine-readable code (Lenovo, 2026). This means that for a researcher to be able to inspect an
app’s code, the files in the container first need to be ‘decompiled’ (Alzaidi et al., 2020), to make them
human-readable. While this de-compilation is relatively straightforward for APK files (i.e. for Android
apps), the code used in iPA files (iOS apps) cannot be accessed via the same mechanisms (see section
2.2.1), which is why inspection of app code to identify app permissions and the presence of trackers is
more commonly performed for APK files®

® For examples of recent and emerging work exploring the data-sharing practices and privacy implications of iOS
applications, see approaches by Pybus and Mir (2025), or examples of tools currently under development, such as
APPMONITOR by scholars from the University of Kopenhagen, including Kristian Sick, Sofie Flensburg and Signe Lai,
outlined here: https://cordis.europa.eu/project/id/101189401.
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2.1 Available methods literature, and its usefulness for non-technical researchers

Many early articles on the analysis of mobile apps’ data flows stem from the mid-2010s, and are authored
by computer scientists, who detail the development of tools and methods to conduct app analysis and to
‘track the trackers’ of the web- and mobile ecosystems (Nikiforakis et al., 2013; Razaghnapah et al., 2016;
Binns et al., 2018). These studies commonly focus on the technical aspects of developing and
implementing investigative methods and tools (see for instance Razaghnapah et al., 2016; Bui et al., 2021)
and on quantitative approaches that can be used at scale (Reyes et al., 2018; Razagnapah et al., 2018;
Binns et al., 2018). These works provide insights into the challenges and considerations behind the
proposed computational methods, as well as providing the tools and forming the methodological base
that subsequent studies from other disciplines - such as health sciences and communication studies -
build on (Zhao et al., 2020; loannidu & Sklavos, 2021).

Significant interest in the study of static and/or dynamic data flows in mobile apps has emerged since
then, especially in the area of mobile health (mHealth). Subsequent investigations have included
explorations of Femtech (Erickson et al., 2022), as well as wearable devices and fitness tracking apps
(loannidu & Sklavos, 2021), and comparisons of apps’ data sharing potentials and practices with app
privacy policies and applicable data privacy regulations (Kuntsman et al., 2019; 2022). Privacy policy
analysis, data justice and data rights perspectives feature frequently in these studies, with the focus being
not only on any problematics uncovered in the process of analysis, but also on frameworks (Kuntsman et
al., 2022), recommendations (Erickson et al., 2022; loannidu & Sklavos, 2021) or even direct engagement
with developers, to hold technology providers to account (Papageorgiou et al., 2018)".

Finally, media and communications with technical skills have harnessed computational methods to
explore the data infrastructures and relations of mobile applications, in the context of their everyday use
with considerations of their social implications (Weltevrede & Jansen, 2019). These studies frequently
include mixed-methods approaches that combine computational methods with qualitative methods such
as app walkthroughs (Light et al., 2018), and the use of research personas - the creation of fictitious users
to observe personalised interactions with data (Bounegrou et al., 2022), to gain insights into data flows
and the surveillance practices facilitated through everyday app ecologies (Flensburg & Lai, 2022; Dieter et
al., 2019). Special interest groups, such as the App Studies Initiative (App Studies Initiative, 2026) have been

"Many of the papers mentioned above provide important examples of investigations into data-sharing
infrastructures and data flows. A number of them suggest frameworks and methods for others to replicate,
describing them as tools to effect meaningful change. One example of tangible impact from this work for advocacy
purposes, and to effect change beyond the level of the individual user, is outlined in the paper by European
researchers Papageorgiou and colleagues (2018). The authors conducted a privacy analysis of 20 mhealth
applications, including assessing the apps’ privacy policies and practices against the GDPR guidelines. The results of
their analyses were shared with the developers of these apps, and outlined key concerns regarding data privacy and
areas of non-compliance with regulation. A subsequent round of app analysis revealed that significant improvements
had been made in later versions of the apps under investigation.
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leading many of these efforts, as well as seeking to make methods for app analysis accessible to less
technically-skilled researchers (Chao et al., 2024)8.

The study of sensor data that is increasingly becoming a part of the everyday use of mobile apps and
devices is still a less common area of study. In their respective articles, loannidu and Sklavos (2021) as well
as Chao and colleagues (2024), outline how methods of dynamic app analysis may be applied to the study
of the data privacy risks and data sharing practices of wearable devices and fitness tracking applications.
Both papers introduce tools specifically developed to be used by researchers with a limited amount of
technical knowledge and skill: specifically the Lumen Privacy Monitor (loannidu & Sklavos, 2021) and the
Applnspect and AppTraffic tools (Chao et al., 2024). Chao and colleagues (2024) in particular point to the
difficulties in conducting dynamic cross-device network analysis, and the challenges in making sense of
the intercepted and decrypted sensor data (for more information on dynamic analysis, see section 2.2).
For non-technical researchers, the availability and use of tools designed to make the analysis of data-
sharing infrastructures and data flows more accessible, is therefore a particularly necessary endeavour to
enable more of these investigations.

The subsequent sections will therefore mention both technical and less technical methods for the analysis
of mobile app data flows, but focus more on those methods and tools that are meant to be easier to
replicate by non-technical researchers.

2.2 Detecting app-based tracking and data flows

To analyse the data flows through mobile applications, we can distinguish between two methods of
analysis: Static and Dynamic analysis, which app studies researcher Anne Helmond (2018) divides into a
three-level pyramid, requiring progressively more technically demanding and intrusive methods at higher
levels (Figure 1 - modified in Chao et al., 2024).

Level 1 or ‘static analysis’ encompasses analysis of the technological infrastructure - the code of an app -
with the inspection of app permissions and identification of ‘trackers’ present in the app’s code. Static
analysis forms the basis for further ‘dynamic analysis’ of the active data flows during app use, at levels 2
and 3. At level 2, the network connections an app makes for data or ‘packet’ transfer during use are being
traced or ‘intercepted’ (also referred to as ‘packet capture’). Level 3 describes the final step of ‘packet
inspection’, which includes decryption and inspection of the data packets sent via the network
connections mapped at level 2. Each step is described in detail below.

8 Aside from app studies, recent tools developed to make web-tracking visible through visualisations that present
data flows in more accessible form, have been developed through the University of Surrey, providing tools such as
Thunderbeam/Lightbeam; see https://netsys.surrey.ac.uk/datasets/tracking-the-trackers-papers/ and
https://ofaclain.com/blog/2018/10/05/shine-a-light-on-the-web-trackers/
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Figure 1. App pyramid model
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Figure 1. Adapted version of the ‘app pyramid model’ (Helmond et al., 2018) with ‘static’ and ‘dynamic’
modes of analysis.

2.2.1 Static detection methods (Level 1)

This first level of analysis can provide insights into the infrastructural affordances or ‘in-built’ ways in
which apps can access, manage and share user data, through their encoded affordances and operational
pathways.

A key difference between investigating data flows through web-based online services compared to mobile
applications, is that website code can often be readily inspected in a browser's window, and through
developer tools, while apps are more closed off, self-contained software packages, whose code is more
difficult to access and analyse. To enable the analysis of an app’s code, its software package must first be
obtained - i.e. found and downloaded - and then scanned or unpacked, to enable the systematic analysis
of its constituent elements (i.e. static analysis).

The most commonly used app software packages can be broadly divided into two types, namely Android
Application Packages or Android Package Kits (APKs), and iOS App Store Packages (iPAs). APKs support
the distribution of Android apps via Android app stores such as Google Play, and iOS App Store Packages
(IPAs) support the distribution of iOS apps, specifically via the Apple app store. Both APKs and iPAs are
data containers for app code, but they differ in ways that are significant to researchers’ ability to query
and analyse this code.

These differences are due to the distinct origin stories of each operating system (OS). Android has always
been an open-source 0S, allowing a wide range of device manufacturers and app developers to customise
and modify the OS for their purposes - focussing on inter-operability, user control, and supporting a
diverse range of apps and developers. This approach necessitates a more transparent and accessible
development process for mobile applications. iOS on the other hand operates in a closed, proprietary
ecosystem, focussed on smooth integration between Apple devices only. Within this closed ecosystem,
Apple retains control over mobile apps’ appearance, quality, security measures, and their distribution,
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hindering access to app code for reasons of privacy and the protection of intellectual property (Doctorow,
2017).

The open-source vs proprietary nature of each operating system’s architecture has also resulted in
differences in app architecture used for each OS. APKs can be decompiled for analysis in a more
straightforward manner, which provides access to components such as the app’s code and manifest files
in human-readable programming language. The contents’ of iPA files can also be decompiled, but this
step requires different, and more aggressive methods, and still would not provide access to human-
readable source code. Hence, most tools for static app analysis focus on the analysis of Android
applications’ APK files in particular.

APK files contain the app manifest file, an app’s code and additional “software ‘libraries’, ‘classes’,
‘resources’, and ‘assets’” (Chao et al., 2024, p. 243). These components, especially the manifest file, can be
scanned for data privacy concerns, including:

1) in-built app permission requests (e.g. access to contact list, photos, location),

2) the identification of trackers (through comparison of app code with ‘tracker libraries’,
containing strings of code denoting known trackers), and

3) the identification of API calls® enabling developers (first parties) to access third-party support
(e.g. app analytics to improve an app’s performance, authentication through social media
accounts). While API calls are not necessarily intentional data sharing pathways, the resulting data
sharing can be disproportionate, and unrelated to an app’s main functions - oversharing user
information and resulting in unnecessary risks to data privacy.

The findings from static app analysis, and the methods available for this purpose, are commonly
presented as awareness-raising tools of data-sharing potentials and the supporting infrastructures. They
reveal how apps set the conditions for data access and sharing on a user’s phone (e.g. through app
permissions) and materialise the possible data flows to third-party trackers (through identification of
tracking signatures).

While a thorough review of all elements of an APK’s decompiled code may provide the most
comprehensive insights into an app’s privacy implications for users, most of the terms of use for popular
Android apps detail that decompiling and reverse-engineering are prohibited. However, researchers can
often make strong arguments for the necessity of this work, including for breaching the terms of use by
decompiling app code for the purposes of data privacy research. Nevertheless, this situation can make it
difficult to gain institutional approval, as universities may be concerned about problematic legal or
reputational outcomes. It is therefore important to carefully review the terms of use/services and privacy

% Note that this third area of investigation is not commonly supported in easily accessible (less technical) static
analysis tools. One freely available and accessible tool that does support this step in a user-friendly way is
Applnspect, developed by Chao and colleagues (2024), and hosted by the University of Siegen; see
https://appinspect.phil.uni-siegen.de/
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policies of any apps that researchers are planning to decompile, to be able to weigh up whether the
benefits outweigh the possible negative implications®, and make a strong case for their work.

If institutional approval cannot be obtained, there are alternative - even if less comprehensive and
transparent - methods for static analysis, that do not require researchers to decompile app code or
engage in reverse-engineering. One such tool is the Exodus Privacy browser tool, specifically for static
analysis of Android apps.

2.2.1.1 ‘Manual’/non-technical exploration: mimicking the user experience, and desktop research collating
readily available data

Following the example of Weltevrede and Jansen (2019), even without detailed technical investigation of
an app’s code, the kind of information that is requested by an app can be explored by strategically
‘walking through’ (Light et al., 2018) and documenting stages of app use that are likely to be particularly
data intensive, such as registration and account creation (Weltevrede & Jansen, 2019).

These are common steps required to enable first use after an app’s download, often including the app
asking for device ‘permissions’, such as access to photos or location data (which constitute personal
information) as well as explicit prompting to enter personal information into the app’s user interface (e.g.
name, email, date of birth, various personal details related to particular app features and affordances).
This approach closely mimics the user experience, and slows down everyday interactions with apps (Light
et al., 2018), to highlight the moments when users are prompted to make choices about data sharing,
including the app’s ongoing or temporary access to device affordances, and the sharing of personal data
through using the app (e.g. uploading a profile picture). Notably, these steps can be completed without
the need for researchers to share their personal data. To this end, researchers should utilise dedicated
research devices and set up new app ‘research accounts’ for app use, including fabricated personal data
from a research persona (Bounegru et al., 2022). If an app has social elements that connect users to others,
steps should be taken to ensure other users are not disturbed, and their details are not collected (see
Gold-Apel & Duguay, 2023). Research ethics are an important consideration in this context, as secondary
data (e.g. online forum participants and posts) may be unintentionally collected. The appropriate steps to
take are likely to differ significantly between apps, and should be determined on a case-by-case basis.

Many mobile applications - particularly those requiring the setup of detailed personal information as a
key part of app functioning as is the case for dating apps (Weltevrede & Jansen, 2019) - offer integration
with social media platforms, especially for the purpose of logging in and authenticating a user’s identity.
However, there are different data types that can be accessed and exchanged between apps and social
media platforms, depending on the app permissions requested (Weltevrede & Jansen, 2019). Social media
permissions and the data types shared can again be ascertained through following specific steps of the
app walkthrough method (Light et al., 2018), in combination with other methods such as the use of a

19 These implications can be quite benign from a research perspective. As part of the static analysis work conducted
for a recent article by Langton and Ng (2025), we reviewed our case study apps’ terms of use, and found that the most
detrimental outcome described in their privacy policies was that breaching the terms of use may result in being
banned from app use.
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research persona (Weltevrede & Jansen, 2019; Dieter et al., 2019), to mimic everyday use and record the
interactions with the app.

As part of the exploration of the ‘environment of expected use’, Light and colleagues (2018) also suggest
reviewing an app’s privacy policy for clues on an app’s data management, and how transparently this is
communicated to users - providing another point of comparison between how data management is
presented, what data-sharing the app is theoretically capable of (judging by the outcome of static
analysis), and explorations of actual data flows during dynamic app analysis (if possible).

Additionally, ‘permissions’ can be viewed via the Google Play Store, and either collected manually, or
through the use of purpose-built tools to collect app data, such as the Google Play Similar Apps tool (Van
Der Vlist, 2016), or the more recently designed Appinspect (Chao et al., 2024)*". Permission requests can
then be collated and visualised for comparison between different apps (see Weltevrede & Jansen, 2019 as
an example), and even for different app versions over time (Exodus Privacy, 2025; Chao et al., 2024).
Alternative tools providing similar insights include Exodus Privacy (see 2.2.1.3). These less technical
methods lend themselves to providing insights into common permissions for apps of the same category,
to provide contextual information that complements more fine-grained investigations of specific apps. For
a data justice-informed, and privacy-focussed approach to applying the app walkthrough method (Light
et al. 2018) in combination with static analysis (and - where possible - dynamic analysis), Kuntsman and
colleagues (2022) provide a useful example.

Another promising addition to current approaches for static app analysis is the SDK audit (Pybus et al.,
2026; Pybus & Mir, 2025), which has been developed and applied more recently by researchers at the
University of York, and in collaboration with international colleagues??. Similar to the strategies outlined
above, the method combines the app walkthrough method (Light et al., 2018) with a novel approach to
the static analysis of app code. The method pays particular attention to aspects of the app manifest file
that other approaches commonly overlook, specifically how apps are set to share data about ‘app events’
- user data and interactions that developers or marketers are especially interested in, including
behavioural data (Pybus et al., 2026). This information is revealed by using the APK inspection tool
ClassyShark, which allows users to decompile android apps, providing access to components such as the
manifest file for further analysis, and allowing the identification of SDKs that are part of many apps’ code
(Farber, 2020; Pybus, 2024) and are commonly responsible for data-sharing with third-parties. Pybus and
colleagues assert that an app’s manifest file contains all the information necessary to understand how an
apps’ data sharing practices are governed and operationalised - but not in a way that makes sense to a
human reader. Their latest work therefore outlines how researchers can utilise Large Language Models to
develop prompts suitable to audit app manifest files, to provide qualitative insights into the implications
of apps’ infrastructural components for the sharing of user data (Pybus & Mir, 2025; Pybus et al., 2026).

1 Note that the way permissions are outlined on Google Play, differ from how they are presented through tools such
as Applnspect or Exodus, which provide a more detailed overview, but also make the utility of permissions more
complex to understand, and can add further labour for the researcher(s). These distinctions should be reviewed prior
to deciding on which tool to use. For comparison, see for instance Weltevrede and Jansen (2019) who sourced
permissions from Google Play, and Langton and Ng (2025) who collated permissions from Exodus Privacy.

2| ate addition: While we have made an effort to be as inclusive as possible in outlining up-to-date methods of app
analysis suitable for less technically-skilled researchers, the fast-moving nature of this research space means it is
very difficult to stay abreast of the latest developments.
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Table 2: Examples of non-technical approaches to static app analysis

Method

Application

Possible insights

App walkthroughs - with
a privacy specific focus
(Light et al., 2018;
Kuntsman et al., 2019;
2022)

‘Walking through’ and documenting
data-intensive stages of app use (i.e.
installation and registration; prompts
and opportunities to input personal/
health information);

Review of privacy policy, terms and
conditions;

Review of social media integration

Notes: Integrates with methods such as
the use of ‘research personas’
(Bounegru et al., 2022; Dieter et al.,
2019), as part of dynamic analysis

Provides general evidence of
the user-facing information and
experience of managing app
permissions and data privacy;
point of comparison

Complements and
contextualises static and
dynamic analysis by taking into
account the potential user
experience

Desk research of readily-
available data on app
affordances:

App store descriptions of
permissions (i.e. Google
Play);

Exodus Privacy reports on
permissions and trackers

View Google Play store information to
access a list of app permissions -
(manually or automated), for user-
friendly overview of permissions and
their utility

Use additional method to access app
permissions for comparison, e.g. visit
Exodus Privacy to access app
permissions and a list of trackers for the
same and similar apps, including over
time (historical component)

Enables high-level comparison
of an app’s permission requests
provided to users (Google Play
Store),

with permission requests
identified by privacy-focussed
tools (Exodus Privacy) and tools
for fine-grained static analysis;

Depending on the size of the
sample, researchers may choose
one source of information on app
permissions, depending on
requirements.

Enables collation and comparison
of app permissions requests for
apps from the same category;

Enables historical comparison
of app permission requests and
trackers in different app versions
over time

App Manifest/SDK
audit®®

(Pybus & Mir, 2025; Pybus
etal., 2026)

Source APKs of apps for analysis;

Extract app manifest files using
ClassyShark (Farber, 2017)

Develop suitable LLM prompts to
audit the manifest (Pybus & Mir, 2025;
Pybus et al., 2026)

Allows detailed investigation of
the presence of third-party
SDKs and their roles in user
data-sharing

Allows insights into the types of
user data shared, even outside of
dynamic app analysis

BApplying this method may involve less ‘technical’ skill in terms of the ability to code or understand software
development, but it is likely to require a much higher investment in time and learning than the other methods listed.
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2.2.1.2 Choosing the right tool for the job

To provide analytic results that are as accurate as possible, it is important for researchers to consider
whether it would be useful to attempt static app analysis beyond the most accessible methods.
Depending on a research teams’ level of technical skill and understanding, as well as the scope and time
constraints of the project, researchers should reflect on whether performing static analysis with tools
requiring a higher level of technical skill (if possible) may result in valuable additional insights.

Static analysis of apps is well-supported, with a wide range of tools available and suited to researchers of
varying levels of technical skill and knowledge. Examples of tools requiring different levels of technical
skill are listed below, noting that each may reveal slightly different results based on how they unpack the
app’s source code. Applying a combination of different analytic methods provides an opportunity to
compare results and gauge accuracy (e.g. using different static analysis tools such as Exodus Privacy and
Applnspect to compare results).

If within scope, this step is a useful approach to gauge the accuracy and usefulness of different methods of
app analysis. Kiltz and colleagues (2020) have found that different tools for static app analysis may identify
the same app permissions, but can differ significantly in the trackers identified in an app’s code,
depending on the tracking libraries that these tools are querying during analysis**.

2.2.1.3 Examples of app code/infrastructure analysis tools and methods (least technical to technical)*
Below is a list of tools that support static analysis. Please note that as Android codes and mobile
technologies change regularly, these tools may no longer be available or work for these purposes in the
future. However, they provide a basis for comparison and an understanding of how static analysis can be
performed, using different approaches - including examples of their respective benefits and limitations.

e Exodus Privacy & Exodus Standalone

Exodus Privacy (minimal level of technical skill required, ‘off premises’) is a webservice where the
analysis of app code is conducted ‘off premises’ and not on the user’s own computer. It is easily
accessible through the browser window and focussed on making visible the app permissions and
number of trackers present in an app’s code. This online tool automatically analyses APKs for
trackers, by scanning their contents and comparing the strings representing permission requests
and app code to data bases of well-known strings associated with trackers, such as particular

1 To enable the identification of tracking signatures in an app’s code, static analysis tools compare an app’s code to
a database of known trackers, such as the Exodus Tracker Investigation Platform, or ETIP (ETIP, n.d.; Steiner, 2020).
This process is explained further in 2.2.1.3. However, different tools compare app code with records of trackers
collated on different databases, which often differ in their comprehensiveness, and therefore in the trackers they list.
Hence, when different tools for static analysis are used and the findings compared, app permissions are commonly
the same, while the trackers identified can differ significantly.

> Tools can be found via the following links:

https://exodus-privacy.eu.org/en/
https://github.com/Exodus-Privacy/exodus-standalone?tab=readme-ov-file#installation
https://appinspect.phil.uni-siegen.de/

https://apktool.org/
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domain names (e.g. ‘google-analytics.com’) (Exodus Privacy, 2025). These lists of well-known
strings are accessible via the Exodus Tracker Investigation Platform (ETIP) - a ‘library’ of tracking
signatures that is regularly updated and reviewed by contributors including Yale Privacy Lab,
jawz101, Guardian Project, F-Droid and others, who have centralised their efforts by adding to this
‘canonical database’ (Steiner, 2020; Steiner, 2022). A key advantage is the tool’s currency, due to
the collaborative approach to updating the ‘libraries’ or ‘databases’ of known trackers it uses, and
the historical data available on the site, which allows a comparison of app permissions and
embedded trackers in different app versions over time.

Exodus Standalone (programming/coding knowledge required, ‘on premises’) is the “exodus CLI
client for local APK static analysis”. In other words - it is a command line interface tool, specifically
for the analysis of APKs, that is downloaded and used on your local device (‘on premises’). Its
installation and use from its github repository requires a significant amount of technical skill and
understanding, but its open source format also means that this method offers increased
transparency and insight into the analysis process compared to the web-version of Exodus - for
those with the programming and coding knowledge necessary to understand it. It compares app
code to the same tracker library as Exodus Privacy.

Applnspect (limited technical knowledge required, ‘off-premises’) has been developed by Chao
and colleagues (2024) for the static analysis of APK files, with particular sensitivity to the sharing of
sensory data. The tool is accessible through a web-browser, and offers a range of functionalities
displayed in a user-friendly way for non-technical researchers. It is designed to “systematically
download, store, query and analyse app packages” (Chao et al., 2024, p. 244), including the
facilitation of identifying ‘similar apps’ of an app category, and historical comparison of the
presence of trackers and permission requests in previous versions of the same app. However, the
tool is less well-maintained than Exodus Privacy (i.e. at the time of writing, the automatic
download of APKs does not work for a number of popular apps). Historical versions of APKs first
need to be found, obtained and uploaded for comparison through the tool, and its processes are
less transparent (i.e. information on how the tool identifies permissions and trackers is not easy to
find)

APKTool (programming/coding knowledge required, ‘on-premises’) is commonly described as a
‘reverse-engineering’ tool (apktool, n.d.) meaning it unpacks the APK file into its constituents
(described above). Permission requests in the .XML file (app manifest) of the app code can then be
scanned and analysed, and data requests (including from third party trackers) can be found in the
app code and compared to common databases of trackers to identify which of the hostnames
found in the static code represent trackers, or API calls to benign external resources (Binns et al.,
2018). Compared to Applnspect, the interface and functionalities are targeted more towards users
with technical skills, such as software and app developers or computer/data scientists. However,
the analysis is also conducted on the user’s own computer (i.e. ‘on-premises’), which allows
increased transparency over the process of analysis - particularly for technical researchers.

ClassyShark (some technical skills required to download and install ClassyShark following github
instructions (Farber, 2017), ‘on premises’; deeper analysis options for SDK audits using LLMs
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requires additional learning and investment in time) is a Google-engineer developed open access
tool for the analysis of APK files. It allows users to accessibly view and browse the components of
APKs, including manifest files, allowing subsequent identification of SDKs and data-sharing
permissions (Pybus et al., 2026). Pybus (2024) provides an accessible tutorial for its use by
researchers.

One of the goals of static app analysis is to provide evidence of the mismatch between the vast potential
that exists for app-facilitated harvesting and sharing of personal data, compared to the difficulties of
determining the destination, subsequent processing and end use of this data. However, static app analysis
of data sharing is likely to be incomplete and include false positives, since the presence of code that
represents potential data-sharing with trackers does not mean this code is actually executed.

To enable exploration of actual data flows and sharing practices, dynamic analysis of network traffic,
including packet capture (through proxying) and packet inspection (through decryption) is necessary
(Binns et al., 2018, p. 7).

2.2.2 Dynamic detection methods (Level 2 and Level 3)

Dynamic app analysis and tracker detection involves inspecting network traffic from an app while in use,
to identify any third-party destinations that may relate to tracking, or that may put users’ data privacy at
risk.

As shown in the ‘app pyramid model’ in figure one, dynamic analysis of an app’s actual data flows while in
use can take place at two levels:

e network analysis (level 2), and
e packetinspection (level 3)

Both require the rerouting of an app’s network traffic through a separate proxy server, to be able to
intercept and log the network connections to and from a device and make them visible for analysis. By
connecting a device to a proxy server, network requests are no longer exchanged directly between a user’s
device and a tech provider’s internet server. Instead, a user’s network request is sent to the proxy server,
which acts as a gateway or ‘middleman’ that then passes the network request on to the intended
upstream server’®.

2.2.2.1 Network Analysis (Level 2)

For the purposes of network analysis, the two main steps required are to set up and connect to a proxy
server, and to intercept the network traffic for further analysis. A useful way to think about traffic
analysis is to imagine network traffic as a flow of data packets, with methods like network sniffing

16 For example, when a user sends a network request from an app on their phone (i.e. to display a social media app’s
feed), this network request goes to the proxy server first. The proxy server then makes the network request on your
behalf, forwarding it on to the social media platform’s server. When the upstream server responds, the proxy server
collects the response and forwards the data on to the app on the user’s device, which is then able to display the
requested information, e.g. the social media feed (Buckbee, 2022).
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(detection of connections made) and packet capture (materialising/displaying the data parcels being sent)
to make this network traffic visible for further study.

It is then possible to inspect the network connections to ascertain where outgoing data packets are being
sent to (and, if of interest, where incoming data packets originate from), enabling researchers to map data
flows from a client to a destination server upstream. Weltevrede and Jansen (2019) provide a detailed
description of this process, including considerations to isolate particular kinds of data traffic - such as
focussing on network traffic from a phone’s IP address to determine where data from a user’s device is
being shared to (p. 16-19). Analysis of network traffic therefore enables users/researchers to materialise
data flows to third parties and trace the data relationships that manifest during app use.

As in the examples by Weltevrede and Jansen (2019), Binns and colleagues (2018), and more recently
Flensburg and Lai (2022), it is often possible (even if cumbersome) to follow these data flows upstream to
try to uncover the higher-level data infrastructures and ownership, to trace who is interested in and stands
to benefit from, the sharing and accumulation of user data. This can be achieved through desk-research to
determine which company/companies own(s) particular domains associated with trackers, and what the
names of associated subsidiaries are.

Network analysis also allows high-level sorting and categorisation of the proportion of network
connections made to third-party servers for potentially problematic uses such as tracking, or seemingly
innocuous uses, such as data sharing primarily for the purposes of analytics, debugging and service

‘improvement’ (see this example illustration by Weltevrede and Jansen, 2019).

Having mapped the network traffic, it is also possible to compare this example of actual data flows, with
the findings from static analysis of potential data flows at level 1. This step allows users/researchers to
determine whether the information provided by the app developer (e.g. in privacy policies) regarding data
sharing with third parties is accurate, or whether unanticipated connections are being made™'.

2.2.2.3 Examples of standalone network analysis tools

Again, a range of tools exist to conduct network analysis. Some are used as stand-alone tools that can be
combined or integrated in complementary ways to conduct dynamic network analysis at different levels.
Applying stand-alone tools requires a significant level of technical skill. Examples of alternative methods
are outlined later in this section.

e TCPdump is a tool commonly used to intercept network traffic, by conducting packet capture (i.e.
PCAP) and displaying packets. Packet capture works by creating copies of data packets passing
through a pointin the network (Grimmick, 2023). TCPdump is a command-line interface (CLI) tool
allowing the efficient capture of network traffic, and the use of simple filters to narrow down on
particular traffic of interest (e.g. by narrowing the capture to a particular IP address). Traffic

" Notably, the results (and therefore the findings) may differ when an app is being used from a ‘clean’ research
phone with a made-up user account for a non-existent research persona, compared with the results generated from
a personal phone, with an account whose details are part of established data profiles and relationships through
longer-term third-party tracking.
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captures can be saved as .pcap files, which can then be viewed in other traffic analysis tools such
as Wireshark, which have a graphic user interface (GUI) that allows for more complex filtering and
processing of captured traffic.

e Wireshark is also a tool for network analysis, allowing both identification of network
traffic/connections being made, and packet capture and analysis. While the use of TCPdump has
advantages for packet capture due to its customisability around timing, executing and saving
packet captures, Wireshark is a useful complement that can open the .pcap files generated
through TCPdump for more fine-grained analysis, in a more accessible user interface (See
Weltevrede & Jansen, 2019, for an example of combined use of TCPdump and Wireshark).

The advantage of using tools such as TCPdump and Wireshark in combination, is that the steps of
collecting and narrowing down particular types of network traffic are transparent to, and controlled by,
the user. However, the effective use of these tools - both separately and together - requires significant
technical knowledge and skill, and may therefore not be useful for non-technical users/researchers.
Additionally, while in the example of Weltevrede and Jansen (2019), the use of Wireshark only was enough
for level 3 of dynamic analysis - packet inspection - subsequent changes to operating system
infrastructures and in platform practices have resulted in the more consistent use of transport layer
security (TLS) encryption, which may require more invasive methods to allow packet inspection.

Similar to the description of static analysis above, there are differences in the technical skill required to
effectively use particular tools and interpret the results provided, and in the transparency of the different
methods’ analytic processes and the specific insights these can provide. Aside from the use of standalone
tools such as TCPdump and Wireshark, a number of proxy-tools are available that integrate functionalities
for network analysis and packet capture, as well as offering the ability to inspect data packets. While these
tools can also be used for network analysis only, they are described under the heading of Level 3 app
analysis, due to their decryption abilities.

2.2.2.4 Packet Inspection (Level 3)

To be able to not only intercept data packets, but analyse their contents or ‘payload’, it is necessary to
employ proxy tools with ‘man-in-the-middle’ (MITM) capabilities. Conventional proxy servers simply
forward data between a client and a server in both directions, without being able to view the contents of a
TLS-encrypted data stream. In MITM processes, proxy tools not only act as proxies that forward network
requests and facilitate data flows between a client (i.e. a user’s smartphone) and a server, but harness the
certificate authority system to establish themselves as a trusted party in the data-transmission process,
enabling decryption and ‘inspection’ of data packets - i.e. allowing the user to look inside the data packet
to see the data being sent (mitmproxydocs, n.d.).

As mentioned above, data traffic between a client and a server is encrypted in transit, through TLS
encryption, and decrypted when it reaches its intended destination - the trusted server. Employing a MITM
process means to “pretend to be the server to the client, and pretend to be the client to the server, while
[the researcher sits] in the middle decoding traffic from both sides” (mitmproxydocs, n.d.). To keep data
from being intercepted and read by unauthorised others, the certificate authority system is designed to
ensure that data traffic can only be decrypted by the trusted server, who “cryptographically signs a [client]
server’s certificate to verify that they are legit” (mitmproxydocs, n.d.), allowing the parcel to be ‘delivered’
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and access to the data payload. To bypass this process and allow decryption to inspect the payload in the
data packet, the MITM process includes certificate authority implementation, that registers the proxy
server as a trusted certificate authority, and gets the client server to trust the proxy, allowing access to the
data in the packet.

Possible problem: requiring root access

However, some apps now use a more secure system of ‘certificate pinning’ that makes this MITM
workaround more difficult, and might require even more invasive methods, including having to ‘root’ or
‘jailbreak’ the phone. Gaining ‘root access’ allows users to modify apps and manage the phone’s systems
and security at the level of the operating system itself. Taking this step voids the warranty of a phone, and
is likely to result in increased vulnerability regarding data privacy. It is therefore advisable to use a
research device if this step is necessary, rather than conducting any research on a personal device. Non-
technical researchers are likely to require additional support.

2.2.2.5 Examples of integrated dynamic analysis tools

Rather than using standalone tools, a range of tools are available that integrate the ability to analyse
network traffic, capture packets and/or inspect data packets. However, they vary in the level of technical
skill necessary to employ them effectively.

e Fiddler/Charles Proxy/mitmproxy are all proxy-tools that allow the dynamic analysis of network
traffic, including the mapping of network connections and packet capture, as well as decryption
and inspection of data packets. All of these tools are designed for use by app developers, for app
testing and debugging, and therefore require a significant level of technical skill and
understanding for their meaningful use, while allowing a high level of transparency in their
operations, compared to tools such as AppTraffic and Lumen (see below). While Fiddler and Charles
proxy are paid tools, mitmproxy is a free, open source program.

e Lumen Privacy Monitor (aka Haystack) is a tool for dynamic network analysis entirely through an
app on the user’s smartphone, where it can “collect data from normal user-app interactions, map
network flows to apps, and collect rich TLS handshake data” (Razaghpanah et al., 2017). It offers
easily accessible data on network traffic, what personal or device data may be ‘leaked’ to trackers,
and whether data traffic is encrypted. The app is very user-friendly, but offers limited transparency
regarding the process used to develop the user-facing reports on different aspects of app privacy,
and no ability to further access and analyse the captured data.

e AppTraffic similarly offers functionalities for dynamic network analysis, but is targeted at less
technically-skilled users and researchers, in an attempt to make app traffic analysis more
accessible to a wider range of researchers from different disciplinary backgrounds. AppTraffic has
an app-component that needs to be downloaded to the phone whose network traffic is to be
analysed, and this process can then be initiated and monitored through a browser interface. The
user is guided through setup and use of AppTraffic through an installation wizard, to make it as
easy to use as possible. This process includes the setup of a VPN connection, to monitor and
capture network traffic, and to enable traffic capture in different locations. Additionally, the tool
integrates functionalities from TCPdump to capture packets, and from mitmproxy for decryption of
intercepted packets. Captured traffic can be further analysed in Wireshark.
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The following table lists a range of tools available for the analysis of app-based data flows for different
levels of analysis, that have been employed in academic research over the past five years:

Table 3: Tools for the static and dynamic analysis of apps’ data flows

Level Tool Name Main Purpose Further Reading/ Use
Examples
1 Exodus Privacy Static Analysis of App Code (non- Kiltz et al., 2020
technical, little transparency of the
process)
1 Exodus Standalone Static Analysis of App Code Kiltz et al., 2020
(more technical, increased
transparency over process)
(produces virtually the same result as
Exodus Privacy)
1 AppChecker Static Analysis of App Code Kiltz et al., 2020
(technical, transparent process)
1 APKTool Static Analysis of App Code Binns et al., 2018
1 Applnspect Static Analysis of App Code Chao et al., 2024
1 ClassyShark Static Analysis of App Code (focus on Pybys, 2024; Pybus & Mir,
(+LLMs for further manifest to determine presence of 2025; Pybus et al., 2026
analysis) SDKs)
2 TCPDump Dynamic Analysis of Network Weltevrede & Jansen, 2019
Connections (Packet Capture)
(CLI-based, efficient); no decryption
capabilities
2/3 Wireshark Dynamic Analysis of Network Weltevrede & Jansen, 2019;
Connections (Packet Capture) Chao et al., 2024; Kiltz et al.,
(GUI-based with extra features), limited | 2020
decryption
2/3 Lumen Privacy Dynamic Analysis of Network loannidou & Sklavos, 2021;
Monitor (aka Connections, proxy-ing, limited Razaghpanah et al., 2017;
Haystack) decryption Vallina-Rodriguez et al., 2016
2&3 Fiddler Proxy-tool; Traffic analysis and Papageorgiou et al., 2018
Decryption (Packet Inspection)
28&3 Charles Proxy Proxy-tool; Traffic analysis and Erickson et al., 2022
Decryption (Packet Inspection)
28&3 Mitmproxy Proxy-tool; Traffic Analysis and Chao et al., 2024;
Decryption (Packet Inspection) Razaghpanah et al., 2017
28&3 AppTraffic Dynamic Analysis of App Traffic; Chao et al., 2024

proxy-ing and decryption
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Mobile app-tracking can be studied at 3 levels, each requiring more technical skill than the
previous

Level 1: Static analysis which inspects the code to identify tracking signatures, permissions
requests and API calls by the app. This form of analysis can help us to understand what the app
can supposedly access while we are using it (e.g. phone contacts, photos) and identify third party
trackers that may be used for varied purposes (e.g. analytics, advertising).

Such an analysis can be undertaken by (1) reviewing privacy policies, terms and conditions,
Google Play/Apple Apps store information and other publicly available information, (2) conducting
walkthroughs or similar methods to document data-intensive practices, and (3) unpack and
inspect code using available tools such as Exodus Privacy or Applnspect, or conducting more
extensive code analysis through SDK audits using additional tools such as ClassyShark and LLMs,
such as ChatGPT or Claude

Level 2: Dynamic network analysis through intercepting network traffic. This form of analysis
allows us to inspect network connections to ascertain where outgoing data packets are being sent
to or coming from, enabling researchers to map data flows.

This form of analysis requires the set-up of a proxy server to redirect traffic between user device to
the network via the server. In other words, whereas before your network connection would
normally go user device > network, this analysis would require you to include a server which will
look like this: user device > proxy server > network. Reputable tools to intercept and analyse
network data include TCPdump and Wireshark.

Level 3: Dynamic analysis through packet inspection not only intercepts the traffic, but also
allows us to interpret what is being intercepted. This requires the use of proxy tools with ‘man-in-
the-middle’ capabilities so that the data can be partially decrypted. This form of analysis would
require not just a proxy server but a certificate authority system to establish the tool as a trusted
party to enable decryption and packet inspection.
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3.1 Static analysis: Everyday appscapes and mobile surveillance ecologies

This section outlines how others have applied static analysis methods, to illustrate what these methods
can be used to show, and what kinds of argumentation they can support. Signe Sophus Lai and Sofie
Flensburg’s work below, showcases how static analysis of apps’ data-sharing infrastructures can
complement qualitative work on users’ experiences of datafication - effectively combining social
constructivist approaches and materialist analysis.

In their papers on appscapes in everyday life (2020) and on the surveillance ecologies of mobile apps
(2020a), Flensburg and Lai explore ten participants’ experiences of datafication, and contextualise these
with their everyday appscapes (2020a). Appscapes are described as consisting of: “(1) [participants’]
particular constellations of apps, (2) the accesses and permissions requested by the apps, and (3) the third
parties they cooperate with” [numbering added] (2020a, p. 35).

Flensburg and Lai conduct device ‘walkthroughs’ and media go-alongs (Maller & Robards, 2019), to collect
information on the apps on participants’ personal devices, and to explore participants’ views on tracking
and datafication (2020a).

The authors then employ (non-technical) methods of static analysis to identify:

o App Permissions: accessed from Google Play store information (this can be done manually for
each app, but open access tools also exist for researchers to facilitate scraping from Google
Play, see for instance: Digital Methods Initiative, 2023)

° Tracking Signatures: via Exodus privacy

To make sense of this data, the authors use a range of visualisations to present their findings at different
levels of analysis, including:

1) Basic tables that organise and present the data collected to indicate the ‘intrusiveness’ of
participants’ appscapes

The table below provides a point of comparison, and identifies particularly intrusive types of apps and app
ecologies. For instance, Ena has a limited ‘app repertoire’, which is especially ‘intrusive’, considering the
average number of permissions across the apps she uses; Noah’s case similarly stands out, in how the
average number of third-party services per app in his repertoire is significantly higher than that of other
participants.
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Respondent Age Occupation Apps Number of Awve. permissions #of  Ave.
total permissions. TPSs* TPSs
Marie 36  Teacher 62 956 154 354 57
Kirsten 24 Bachelor's student 46 981 213 221 48
Fatma 25 Teacher 42 845 20,0 227 5.4
Stine 23 Bachelor's student 37 739 20 118 5
Louise 30 Master's student 22 581 26.4 86 39
Meriam 45 Airport staff b 382 182 Ll 43
MNoah 21 Bar manager 18 378 | 135 75
Sofia 28 Occupational therapist 16 408 255 66 4.1
Liam 52  Factory worker 16 350 219 69 43
Ena 43 Day care assistant n 319 s 66 &

Table 1. Overview of respondents and their appscape data
*TPS = third-party service

2) Complex illustrations to trace and materialise data flows

The dendogram below shows (going outwards from the centre) the app categories, specific apps, and
third-party corporations associated with tracking signatures, and the tracking signatures themselves
that can establish the network connections for data-sharing. It builds on the basic tabular presentation of
data, by allowing the visual tracing of which apps are most prolific in their data-sharing activities, and
which corporations are the predominant beneficiaries of data-sharing networks, as indicated by the
prevalence and frequency of the associated tracking signatures.
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The data-sharing infrastructures made visible through static analysis serve to contextualise participants’
beliefs about the amount and types of data that apps can access, and the magnitude of possible data-
sharing networks. It provides increased transparency of apps’ capabilities for data collection and
distribution, which commonly remain intangible, and therefore easier to resign oneself to.

Lai and Flensburg take this analysis further in related work that combines and compares participants’ data
to provide illustrative examples of how the exploration of appscapes can serve to make visible broader
mobile surveillance ecologies (2020a).

The figure below for instance shows the ‘communication apps’ present in participants’ app repertoires,
the tracking signatures present in their code, and which companies these signatures are associated with.
This enables the exploration of the political economy behind mobile surveillance ecologies (2020, p. 16,
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Figure 9. ‘Communication’ apps, their third-party services and the companies owning the third-parties.

In a follow-up project, the authors conduct higher level tracing of the political economy of the mobile app

ecosystem at a broader scale (Flensburg & Lai, 2022).

The examples from Lai and Flensburg provide important illustrations of how data flows can be visualised
for analysis at several different levels. These approaches can be integrated into qualitative work with
individuals to explore experiences and impacts of datafication at the level of the user, but also to provide
insights into the political economy and power structures behind access and control over data, for
advocacy at the policy and regulatory level.
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3.2: Dynamic Analysis: Privacy Issues on Uber App

Dynamic Analysis is often used to identify leaky data, malware or any other security, privacy or
performance issues an app may have through observing its behaviour during execution. This is distinctly
different from static analysis which examines the code of the app as is. In an ideal situation, static analysis
should allow us to preempt how data flows may present itself during dynamic analysis. However, this is
often not the case due to possibilities of obscure codes (i.e. unable to be decoded/identified), bugs,
unknown interactions between codes, etc. In a study on the Uber Mobile App, Hayes et al. (2018) used both
static and dynamic analyses to examine and understand its geolocation tracking techniques as well as
how data is captured, stored and used by the company. They ran the experiment on an iPhone 7 Plus with
no prior account or use of Uber, downloading the app and signing up for the first time. Actions that were
performed include searching for a nearby Uber car, mapping out a pick-up point and destination address
to determine ETA (estimated time of arrival) and price in addition to adding a PayPal payment method.

Static analysis: Through decompiling the APK for android and utilising mobile forensic tools on an
iPhone, the researchers were able to identify permissions on the user device, which could include access
to contacts, user location (based on GPS, cell sites or local access points), access to device hardware, like
the camera or microphone and identifying information about the user. It is no surprise that Uber, for
example, requires permissions related to location such as proximity to a cellular tower or the ability to
determine the location of the user based on GPS and the device network.

Dynamic analysis: Using Debookee, a man-in-the-middle network scanning tool, and Blacklight, a
forensic tool on user activity, the researchers captured real-time network traffic/data flow on the iPhone.
Examining the code, which appears as HTTPS (unique URL) and/or a string of information, the researchers
were able to infer and identify key information such as location, payment details and where these
information are stored on the device accessible by the app. In their experiment, they got the user to search
for an address but then proceeded to take a taxi instead of an Uber. Yet, the app tracked the user’s trip
with a competitor service, recording the information similar to an Uber journey.
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"Manhattan","types":["political","subloc
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ple Pay
Display","tokenDisplayName":"Apple Pay
Display”,"tokenType":
"apple_pay_display","uuid":"f8b461f2-
al2e-4e3f-afdb-682c79497726"},
{"useCase":"personal","cardNumber":"p
ayp","cardExpiration":"20% ¥-*%*-
12T14:48:11.257+00:00","cardType":"Pa
yPal","hasBalance":false,"status":"active
" "accountName":"¥*¥*x*x*¥***@me.com",
"cardExpirationEpoch":1812811691257,"
tokenDisplayName":"*****¥¥**@me.co
m","uuid":"3a48e583-71dc-4a51-82f0-
01ddd8b7106b","tokenType":"paypal"}]

County","types"
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I" (...) "longAddress":"163 William Street,
New York, NY 10038,
USA","nickname":"163 William
Street","uuid":"3938134a-1b86-4f87-
8ad0-f29c66ea674d","longitude":-
74.00613835924165,"shortAddress":"16
3 William Street"}}

Location tracking when Uber app was opened | Payment and other personal information
but not ultimately used stored (and easily retrieved)

The experiments indicate that Uber tracks the location of its users, after the conclusion of a ride, for longer
than its official privacy policy would indicate. While this research focuses on location tracking, it shows the
power of dynamic analysis (in combination with static analysis) in identifying data flows when the app is
used - not just by the user but when lurking in the background.

This research shows how static and dynamic analyses compliment each other. While static analysis
provides information to researchers around the infrastructure of an app - i.e. the potential of an app to
capture and share data, dynamic analysis allows for a more nuanced understanding of how and when data
is captured and shared, demonstrating the infrastructure in action and beyond. As seen in the example
above, dynamic analysis allowed the researchers to reveal how Uber continued to track location and store
personal information - that can be easily decrypted - beyond its expected use, prompting privacy and
security issues. While the information revealed was valuable, making data flows visible, dynamic analysis
as discussed in this paper continues to be challenging in many ways. For one, it requires a technically keen
pair of eyes to be able to sieve through large amounts of code to be able to pick out significant forms of
data flows (as revealed in the example). Additionally, the infrastructure and legal protections of apps
continue to evolve, changing our ability to decrypt information and bypass security protocols (generally
for the betterment of consumer rights). There are also complex ethical issues - e.g. should a researcher be
able to collect personal information such as credit card details through dynamic analysis - that
researchers need to consider and plan for before embarking on dynamic analysis of apps.
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Throughout this paper, we have tried to provide meaningful insights into the significance of studying the
data flows and third-party tracking facilitated by mobile technologies. While the first section focusses on
making the terminology and mechanisms of tracking accessible at a more general level, the second and
most extensive section of the paper includes more detailed examples of the different approaches and
methods used by researchers to materialise and study the data flows of mobile devices and applications,
and what they can tell us about the implications of data flows for the data privacy of their users.

We have also sought to make explicit the limits of seeking to make data flows more visible, and of making
their uses and implications more transparent. While making data-sharing practices more tangible allows
us to get a better understanding of the potential (static analysis) and actual (dynamic analysis) data-
sharing and mechanisms (how and by whom data may be accessed, stored, processed and on-sold), what
we can make visible is only ever a partial snapshot of data traffic over a finite period of time, in a specific
context. Hence, the ‘evidence’ and data we produce is not necessarily replicable or generalisable.
Additionally, due to the rapidly changing nature of the digital environment, including mobile devices’
operating systems and ever-tighter security measures on devices and in apps, some of the methods and
tools described in this paper may no longer be functional by the time you read this. However, the point of
the paperis not to provide an exhaustive and necessarily updated list of all the approaches available.
Rather, it aims to provide an overview of commonly used methods and tools used at the point of writing,
which has enduring relevance in chronicling how approaches are developing, well beyond the current
context.

Although we have made an effort to keep the paper as accessible as possible, and to step out the more
technical components of this work, the limits of our own understanding at the time of writing sometimes
made it difficult to explain concepts or processes more simply. Nevertheless, we hope that the concepts
and methods explained herein provide enough of a starting point to help interested colleagues bridge the
final gaps themselves.

At the time of writing, we have completed the first stage of a two-stage project that explores the data flows
of baby apps, popular mobile apps used by parents to monitor their children’s health and development
throughout the transition into parenthood (Langton, 2024a). We employed broad-brush static analysis
using the Exodus Privacy browser tool, in combination with a privacy evaluation framework to analyse the
privacy policy of a small number of case study apps (Bunn et al., 2024). Our results are presented in a
recent paper (Langton & Ng, 2025).

We have also been working with a small team of software engineers from the Digital Observatory at the
Queensland University of Technology, with whom we are developing methods to conduct dynamic
analysis of baby apps’ data flows during use. We are hoping to complete this project in 2026, and to share
results and the tools and methods we used to enable others to conduct similar work. We would love to
hear from you, so please get in touch to exchange notes and ideas!
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API = Application programming interfaces (APIs) are a way for one program to interact with another. API
calls are the medium by which they interact. An API call, or APl request, is a message sent to a server
asking an API to provide information.

App events = An app event can be any kind of user interaction with an app that a developer or other
stakeholders (e.g. marketers) are interested in. They commonly aim to provide detailed insights on user
behaviour and engagement with an app, to inform decision-making and identify opportunities for
monetisation.

APK = Android Package Kit; the code or software infrastructure of Android apps.

Bytecode = A low-level representation of code, that is an intermediate between source code (human
programmer readable) and binary code (machine readable); programmers work with source code in a
programming language on their computers, and when the code is implemented, the programming
language implementation converts the human-readable code into bytecode, to ease subsequent
interpretation into machine-readable code, or works at an intermediate level to make code from higher-
level programming languages accessible cross-platform and/or on different devices.

CLI=Command Line Interface (e.g. CLI-based network-analysis tools include tcp.dump; see Weltevrede &
Jansen, 2019)

Data brokers = Companies who collect and combine personal information and data from the online
activities of individual users across different online services, into digital profiles, which can be on-sold to
other parties who can then target users with specific information - including advertising, but also other
information meant to influence or manipulate. Information can be gathered from publicly available
information, as well as through data-sharing by first-party trackers, who pass user information on to ‘third
parties’.

Debugging = The process of identifying and fixing errors or ‘bugs’ in the source code of any software,
when it does not work as expected (aws amazon, n.d.).

Digital Certificate = A digital certificate allows a party taking part in a digital transaction to verify their
identity to other participants in the transaction.

Domain = The unique name or identifying ‘address’ of your website, like digitalchild.org.au; whereas a
website is the digital space where your files are presented. Your website must be hosted by a provider.

Entitlements = This is the Apple/iOS term for what is called ‘permissions’ for Android apps. They are the
requests a mobile app can make to be allowed access to different kinds of data or resources on a phone.

GUI = Graphic User Interface (GUI-based network-analysis tools include Wireshark; see Weltevrede &
Jansen, 2019)
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IPA =i0S App Store Package; the iOS equivalent to Android’s APK files, i.e. the name given to the bundle of
data required for an operational mobile application.

IP address = Internet Protocol address, a unique identifying number, assigned to any device connected to
the internet. Every device with an internet connection has an IP address, whether it's a computer, laptop,
loT device, or even toys. The IP addresses allow for the efficient transfer of data between two connected
devices, allowing machines on different networks to talk to each other.

ISP = Internet Service Provider
Network Sniffing = The process of identifying the network connections that are being established.

Packet Analysis = The process of intercepting the network traffic, and inspecting data packets to see what
datais inside.

Payload = The actual data or message transmitted in a data packet. Today, data is commonly encrypted
while in transit, to provide transport layer security (TLS), and prevent inspection of data packets if they
have been intercepted by unauthorised others. Hence, to inspect the actual data contained in a data
packet, decryption is required.

PCAP = Packet Capture; The process of intercepting and logging traffic.
Pll = Personal Identifying Information
Proxy = A proxy server is an intermediary between the user device and network.

SDK = Software Development Kit or ‘devkit’ (i.e. development kit); SDKs can be thought of as toolkits that
facilitate faster software application development. They often include templates and segments of code
that are provided by third-parties (e.g. platforms that you might like your app to integrate with, analytics
SDKs to track user behaviour when the app is running; monetisation SDKs to roll out advertising and
generate revenue). These segments of code can contain strings representing third-party trackers which,
once embedded into the code of an app, can access user information for their own ends, such as user
profiling for targeted advertising - without this necessarily being the intention of the developer who built
an app using this third-party code.

TLS = Transport Layer Security; a cryptographic protocol used to encrypt data to keep it secure in transit
between two servers.

Certificate authority/Certification Authority = A trusted entity that issues digital certificates, to verify
the identity of the ‘owner’ of a digital certificate, to a ‘relying party’ such as an upstream server, or a user’s
device. For instance, the certificate authority confirms the validity of a data transfer, by
validating/identifying the legitimacy of the sender.

Certificate pinning = An enhanced security mechanism that ensures only certain authorised certificates
are accepted.
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Root access = This refers to the highest level of device access a user can have (e.g. giving superuser
access), allowing them to make changes to or configure the app or system at the level of the operating
system, including security management and other tasks regular users cannot perform.

Sandbox = An app’s sandbox (the same term is used for Android and iOS apps) is the restricted
environment that an app operates in. Generally speaking, all apps are sandboxed, and the sandbox
contains an app’s operations by for instance restricting access to data stored on the phone by other apps,
and preventing it from making changes to a phone’s system.

Website = The digital space where your files are presented. Your website must be hosted by a provider.
Web-hosting means you are paying a provider/host to rent digital space on a server, where your web files
are stored.
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Appendices

Appendix 1: Screenshots of a popular white goods brands’ privacy policy, outlining user-tracking
practices, rationales and mechanisms.

Screenshot 1: Cookie-layer notification
The screenshot shows and example of a typical cookie-layer notification, displayed when users first visit
the website, including options to accept, decline, or customise cookies via settings.

The provider specifies that the purpose of data collection is to track users’ use of their websites, and that
this also includes data being processed by (and thereby shared with) third parties. The notice also includes
adirect link to the provider’s privacy policy.

Use of cookies and similar technologies

We strive to steadily improve and evolve our content and offers, and adapt them
to your interests and browsing habits. With your consent, we would like to store
and retrieve information on your device and process your personal data (IP ad-
dress, technical 1Ds) for the following purposes: Tracking your use of our web-
sites (Analysis).

To this end, your data will also be processed by third parties and cutside the
EEA.

You can learn more about the purposes of data processing as well as enable and
disable individual options in the privacy settings. Your consent is voluntary and
may be withdrawn at any time with future effect.

{0} Settings X Decline all + Accept all

Privacy Policy Corporate information
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Screenshot 2: Excerpt of the cookie policy
Excerpt of the provider’s cookie policy, including the use of ‘conversion cookies’, and a specific breakdown
of the cookies used for marketing purposes.

Conversion tracking

Our conversion tracking partners place a cookie on your computer (“conversion cookie™) if you accessed our website via an advertisement
of the respective partner. Normally these cookies are no longer valid after 30 days. If you visit certain pages of our website and the cookie
has not yet expired, we and the relevant conversion partner can recognize that a certain user clicked on the advertisement and thereby
was redirected to our website. This can also be done across multiple devices. The information obtained by means of the conversion cockie
serves the purpose of compiling conversion statistics and recording the total number of users who clicked on the respective advertisement
and were redirected to a website with a conversion tracking tag.

Please note that using the tools might include transfer of your data to recipients outside of Australia / New Zealand where there is no
adequate level of data protection pursuant to the GDPR (e.g. the USA). For more details in this respect please refer to the following
description of the individual marketing tools:

Marketing Tools

m Name: MyAudience
Provider: Companion GmbH, CarmerstraBe 8, 10623 Berlin, Germany
Function: User survey

m Name: Google Analytics
Provider: Google Ireland Limited, Gordon House, Barrow Street, Dublin 4, Ireland
Function: Analysis of user behavior (page retrievals, number of visitors and visits, downloads), creation of pseudonymous user profiles
based on cross-device information of logged-in Google users (cross-device tracking), enrichment of pseudonymous user data with target
group-specific information provided by Google, retargeting, UX testing, conversion tracking, and retargeting in conjunction with Google
Ads

m Name: Google Tag Manager
Provider: Google Ireland Limited, Gordon House, Barrow Street, Dublin 4, Ireland
Function: Administration of website tags via a user interface, integration of program codes on our websites

m Name: Google Ads:

m Provider: Google Ireland Limited, Gordon House, Barrow Street, Dublin 4, Ireland
Function: Placement of advertisements, remarketing, conversion tracking
Further information is available at: https://adssettings.google.com/authenticated

Management of cookies and tracking mechanisms
You can manage your cookie and tracking mechanism settings in the browser and/or our privacy settings.

Mote: The settings you have made refer only to the browser used in each case.
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Screenshot 3: Excerpts of the provider’s third party privacy notices

Excerpts of the provider’s third party privacy notices, including explanations of the data sharing
mechanisms, and rationales for how this data-sharing improves service delivery or convenience in the user
experience. Notably, the provider highlights how the use of data-sharing with third parties can be
reasonably justified, and is standard practise for the support of website functionality, including the display
of fonts (see ‘Google web fonts’ example below). Additionally, in the section on YouTube as a platform the
site has integrated to play videos on their products and services, the provider details that playing audio-
visual material on YouTube results in data sharing, and that the provider is not responsible for what
happens to users’ data beyond the context of their own site.

Social Sign-In S

We give you the option of registering to our online offering using so-called social sign-ins, such as your Apple or Google account, Facebook

Connect etc.

In order to register, you will be directed to the relevant social network service’s site, where you can sign up using your locally held data.
Consequently, your account on the network in question will be linked to our service. When the link is established, given your consent, the
information in your public profile held on that network, your e-mail address and the identification tags of your social network-friends will
be transmitted to us by the concerned social network service.

Conversely, the social network service used for registration receives your login status, browser information and your IP address, if you
declare your consent to this when you visit our website.

If you prefer not to authorize a data transfer between us and social network services, you should use our own registration services to sign
up, instead of those on the social networks.

Google S

Google Maps

Some of our pages use the map service Google Maps via an API. The provider is Google Ireland Limited, Gordon House, Barrow Street,
Dublin 4, Ireland.

For the use of the functions of Google Maps it is necessary to store your IP address. This information is usually transmitted to a server of
Google LLC in the USA and saved there. The provider of this page does not have any influence on this transmission of data.

The use of Google Maps is in the interest of an appealing presentation of our online offers and an easy retrievability of the places listed by
us on the website. This represents a predominant legitimate interest on our part within the meaning of article 6 section 1 lit. f GDPR.

Please see the privacy policy of Google for more information on the handling of user data:
https://www.google.defintl/de/policies/privacy/.

Google web fonts

Some of our sites use so-called web fonts of the provider Google Ireland Limited, Gordon House, Barrow Street, Dublin 4, Ireland for the
uniform display of fonts. When you access a page, your browser loads the required web fonts into your browser cache to display texts and
fonts correctly.

For this purpose, the browser you are using has to connect to the servers of Google. This informs Google that our website was accessed
via your IP address. The use of Google web fonts is in the interest of a uniform and appealing presentation of our online offers. This
represents a predominant legitimate interest on our part within the meaning of article & section 1 lit. f GDPR.

Your computer will use a standard font if your browser does not support web fonts.

For more information about Google web fonts please see https://developers.google.com/fonts/fag and the privacy policy of Google is
https://www.google.defintl/de/policies/privacy/
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YouTube ~

Our online offers use the YouTube video platform, which is operated by Google Ireland Limited, Gordon House, Barrow Street, Dublin 4,
Ireland (,YouTube"). YouTube is a platform which allows the playback of audio and video files.

If you access a corresponding page of our offer, the embedded YouTube player will establish a connection to YouTube so that the video or
audio file can be transmitted and played. In the process, data are also transmitted to YouTube as the responsible body. We are not
responsible for the processing of this data by YouTube.

Further information concerning the extent and purpose of the collected data, on the further processing and utilization of your data by
YouTube, on your rights and on your selectable data protection options can be found in the privacy policy of YouTube.

Screenshot 4: Use and Disclosure of personal data

The provider assures users that they only use their personal information within the specific context in
which it was provided. However, it should also be noted that the third party privacy notices detail that
where data is shared with third parties, such as YouTube, the provider is no longer responsible for how the
data is processed.

Use and Disclosure

We only use personal information for the purpose for which it was given to us, or for purposes which are directly related to one of our
functions or activities, and we do not give it to third parties outside- unless one of the following applies:

m the third party is engaged by-to assist with conducting the activities for which the information was collected, such as service
dealers, retailers, training providers and agents.

m the individual has consented

m the individual would reasonably expect, or has been told, that information of that kind is usually passed to those individuals, bodies or
agencies

m it is required or authorised by law, it will prevent or lessen a serious and imminent threat to somebody’s life or health

As a leading global supplier of technology and services,_operates main data centres in Germany and Singapore. Personal
data may be stored in any of these data centres according to the Australian and New Zealand Privacy Principles. We may also disclose
personal information to third parties who have servers in China and Hong Kong.
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Screenshot 5: Example of first-party tracking through browser fingerprinting
The provider details their use of ‘Browser Log files’ to ensure the smooth running of the site, and to
determine attempts of ‘attack’ on their service.

Browser Log files
Each time you use the internet, your browser is transmitting certain information which we store in so-called log files.

We store log files to determine service disruptions and for security reasons (e.g., to investigate attack attempts) for a period of 90 days
and delete them afterwards. Log files which need to be maintained for evidence purposes are excluded from deletion until the respective
incident is resolved and may, on a case-by-case basis, be passed on to investigating authorities.

Log files are also used for analysis purposes (without the IP address or without the complete IP address). In log files, the following

information is saved:

m |P address (internet protocol address) of the terminal device used to access the online offer

m Internet address of the website from which the online offer is accessed (so-called URL of origin or referrer URL)
m Name of the service provider which was used to access the online offer

m Name of the files or information accessed

m Date and time as well as duration of recalling the data

m Amount of data transferred

m  Operating system and information on the internet browser used, including add-ons installed (e.g., Flash Player)

m  http status code (e.g., “Request successful” or “File requested not found”)
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